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REMARKS 

Claims 1-60 were pending in the application. Claims 1 -60 Vvere rejected. Claims 
1 and 21 are canceled witliout prejudice to or disclaimer of the subject matter recited 
therein. Claims 2-4, 6, 7, 22-24, 26, 27, 41, 43*45, 51 , and 53-55 afe amended. Claims 
2-20 and 22-60 are now pending in the application. Claims 6, 7, 26, and 27 are the 
independent claims, Rjeconsideration of the amended application isi respectfully 
requested. 

The examiner rejected claims 1-60 under the judicially-created doctrine of 
obvioiisness-type double patenting as being unpatentable over claims 1-65 of U.S. Patent 
No* 6,885,747. Independent claims 6, 7, 26, and 27 each include tl^ limitation that the 
key splits are combined on a smart card. The cited reference does ijot disclose or suggest 
this feature, and therefore could not have claimed this feature. For ^t least this reason, it 
is submitted that the instant claims are patentably distinct from tho:^ of the cited 
reference. The rejection, therefore, should be withdrawn. 

The examiner rejected claims 1 -60 under the judicially-created doctrine of 
obviousness-type double patenting as being unpatentable oyer clainis 1-67 of U.S. Patent 
No. 6j542,608. Independent claims 6, 7, 26, and 27 each include the limitation that the 
itey splits are combined on a smart card. The cited reference does tiot disclose or suggest 
this feature, and therefore could not have claimed this feature. For kt least this reason, it 
is submitted that the instant claims are patentably distinct from those of the cited 
reference. The rejection, therefore, should be withdrawn. 
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The examiner rejected claims 1-60 under the judicially-created doctrine of 
obviousness-type double patenting as being unpatentable over claiins 1-67 of U.S. Patent 
No, 6,549,623. Independent claims 6, 7, 26, and 27 each include the limitation that the 
key splits are combined on a smart card. The cited reference does not disclose or suggest 
this feature, and therefore could not have claimed this feature. For at least this reason, it 
is submitted that the instant claims are patentably distinct from thoSe of the cited 
reference. The rejection, therefore* should be withdrawn. 

The examiner rejected claims 1-60 under the judicially-created doctrine of 
obviousness-type double patenting as being unpatentable over claiins 1-35 of U.S. Patent 
No. 6,608,90K Independent claims 6, 7, 26, and 27 each include tie liraitation that the 
key splits are combined on a smart card. The cited reference does hot disclose or suggest 
this feature, and therefore could not have claimed this feature. For:; 
is submitted that the instant claims are patentably distinct from tho^ of the cited 
reference* The rejection, therefore, should be withdrawn. 

The examiner rejected claims 1-60 under the judicially-cre^ed doctrine of 
obviousness-type double patenting as being unpatentable over claims 1-62 of U*S. Patent 
No. 6,606,386. Independent claims 6, 7^ 26, and 27 each include the limitation that the 
key splits are combined on a smart card. The cited reference does not disclose or suggest 
this feature, and therefore could not have claimed this feature. Format least this reason, it 
is submitted that the instant claims are patentably distinct from those of the cited 
reference. The rejection, therefore, should be withdrawn. 
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The examiner rejected claims 1-6 and 21-26 under 35 USC §102(e) as being 
anticipated by Morgan et al. 

Claim 6 is amended into independent form, including all of the limitations of base 
claim 1 , which is canceled. As amended, claim 6 recites a method <^f encrypting an 
object* According to the recited method, a plurality of key splits is combined to generate 
a cryptographic key. A cryptographic algorithm is initialized with the cryptographic key. 
The initialized cryptographic algorithm is applied to the object, to fonn an encrypted 
object At least one of the plurality of key splits corresponds at least in part to a 
biometric measurement Combining the plurality of key splits to geherate the 
cryptographic key is performed on a smart card. 

Morgan et al. disclose a security method and system for pcrastent storage and 
communications on computer network systems. Morgan et al discibse split symmetric 
persistent storage keys PKl and PK2 that are combined to yield a p^stent storage key 
PK. Each split can be generated by any of a number of different m^ns, as disclosed by 
Morgan et al, including by reading biometric data, or by reading a t<>ken corresponding 
to the key split from a pre-encoded smart card. See column 14, line$ 20-43. However, 
Morgan et al do not disclose or suggest that the key splits are combined on the smart 
card in order to generate the key, as recited in claim 6* Rather, Morgan et al. only 
disclose that key splits can be derived from a smart card, and do notldisclose or suggest 
any advantage to combining the key splits on a smart card. 

For at least the reasons noted above, it is submitted that Morgan et al. do not 
anticipate the invention recited in claim 6. Claims 2-5 depend from blaim 6, and 
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therefore also are not anUcipated by Morgan et aL The rejection of claims 2-6, therefore, 
should be withdrawn. 

Claim 26 is am ended into independent form, including all of the limitations of 
base claim 21 , which is canceled. As amended, claim 26 recites a Storage medium that 
includes instructions for causing a data processor to encrypt an object. The instructions 
include generate a cryptographic key by combining a plurality of key splits, initialize a 
cryptographic algorithm with the cryptographic key, and apply the initialized 
cryptographic algorithm to the object to form an encrypted object. At least one of the key 
splits corresponds at least in part to a biometric measurement. The data processor is 
distributed, and the instruction to generate a cryptographic key is executed at least in part 
on a smart card. 

Morgan et aL disclose a security method and system for persistent storage and 
communications on computer network systems. Morgan et al, disclose split symmetric 
persistent storage keys PKl and ?K2 that are combined to yield a persistent storage key 
PK. Each split can be generated by any of a number of different mdans, as disclosed by 
Morgan et al„ including by reading biometric data, or by reading a token corresponding 
to the key split from a pre-encoded smart card* See column 14, linc^ 20-43. However, 
Morgan et al. do not disclose or suggest that the key splits are combined on the smart 
card in order to generate the key, as recited in claim 26, Rather, Mdrgan et al. only 
disclose that key splits can be derived from a smart card, and do not jdisclose or suggest 
any advantage to combining the key splits on a smart card. 
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For at least the reasons noted above, it is submitted that Morgan et al. do not 
anticipate the invention recited in claim 26. Claims 22-25 depend bom claim 26, and 
therefore also are not anticipated by Morgan et al. The rejection exclaims 22-26, 
therefore, should be withdrawn. 

The examiner rejected claims 1-3, 7-23, and 27-60 under 3^ USC § 1 02(e) a.s 
being anticipated by Scheldt et al. 

Claim 6 is amended into independent form, including all of ihe limitations of base 
claim 1, which is canceled. As amended, claim 6 recites a method of encrypting an 
object. Accordixig to the recited method, a plurality of % splits is combined to generate 
a ciyptographic key. A cryptographic algorithm is initidized with the cryptographic key. 
The mitialized cryptographic algorithm is applied to the object, to f<irm an encrypted 
object. At least one of the plurality of key split* corresponds at ieasj in part to a 
biometric measurement. Combining the plurality of key splits to gehemte the 
cryptographic key is performed on a smart card. 

Scheldt et al. disclose a cryptographic key split combiner thaj accepts key splits 
generated from seed values and combines the splits to fomi a crypto^pbic key. 
However, Scheidt et al. do not disclose or suggest that the key splits are combined on the 
smart card in order to generate the key, as recited in claim 6, nor do ^heidt et al, disclose 
or suggest any advantage to combining the key splits on a smart card! 

For at least the reasons noted above, it is submitted that Scheidt et al. do not 
anticipate the invention recited in claim 6. Claims 1-3 and 41^5 depend from claim 6, 
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The rejection of claims 1-3 and 



and therefore also are not anticipated by Scheidt et al. 
41-45, therefore, should be withdrawn, 

li^dependent claim 7. as amended, recites a method of enci^ting an object by a 
"ser, in a cryptographic system associated with an orgaiuzation. According to the 
claimed method, a fim ciyptog^phic key is generated by combmirig, on n smart card, an 
or^ani^on split con^nding to the o^ization. a mamtenancejsplit, a random sph., 
a biometric split correspondingito the user, and at least one label spk A cryptographic 
algorithm is initialized with theifirst cryptogi^hic key. The object L encrypted 
according to the initialized cryptog^phic algorithm. Coinbiner dat^ is added to the 
encrypted object. The combiner data includes reference data corresponding to at least 
one of the at least one label split and the cryptographic algorithm, n^e data associated 
with the organization, the maintenance split and/or a maintenance leUl associated with 
the maintenance split, and the random split. The encrypted object is Ltored with the 
added combiner data. 

Scheidt et al. disclose a cryptographic key split combiner thatiaccepts key splits 
getierated from seed values and combines the splits to form a crypto^^phic key. 
However, Scheidt et al. do not disclose or suggest that the key splits L combined on the 
smart card in order to generate the key. as recited in claimj 7. nor do skeidt et al. disclose 
or suggest any advantage to combining the key splits on a smart card. \ 

For at least the reasons noted above, it is submitted that Scheicit et al. do not 
anticipate the invention recited in claim 7. Claims 8-20 and 46-50 dc^nd from claim 7, 
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and therefore also are not anticipated by Scheldt et al. TTie ttuectiok of claims 7-20 and 
46-50, therefore, should be withdrawn. 

Claim 26 is amended into independent form, including all oif the limitation.s of 
base claim 21 , which is canceled. As amended, claim 26 recites a sbrage medium that 
includes instructions /or causing a data processor to encrypt an objdct. The instructions 
inchuJe generate a cryptographic key by combining a pluraUty of kej>r splits, initialize a 
cryptographic algorithm with the cryptographic key. and^ apply the ihitialized 
cryptographic algorithm to the object to form an encrypted object. At least one of the key 
^lits concsponds at least in part to a biometric measurement. The data processor is 
distributed, and the instruction to generate a cryptographic key is ex^uted at least in part 
on a smart card. 

Scheldt et al, disclose a cryptographic key split combiner diai accepts key splits 
generated from seed values and combines the splits to foiin a cryptographic key. 
However, Schcidt et al. do not disclose or suggest that the key splits kre combined on the 
smart card in order to generate the key, as recited in claim 26, nor doiScbeidt et al. 
disclose or suggest any advantage to combining the key splits on a siiart card. 

For at least the reasons noted above, it is submitted that Scheikt et al. do not 
anticipate the invention recited in claim 26. Claims 21-23 and S 1 -55 depend from claim 
26, and therefore also are not anticipated by Scheldt et al. The rejectibn of claims 21-23 
and 51-55, therefore, should bevrfthdrawn. 

Independent claim 27, as amcaided, recites a storage medium Comprising 
instructions for causing a data processor to encrypt an object. The inactions include 
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genera,, a tel cw.ographi« ke, «,„w^„^ a snw. oard, i„ „rganizaU». ,p.i, 
con^^r^ „ ^ o,ganija«„„, , „«i„tt„^ ^ ^ ^ 

with Itat cr,p.oe™pl,Ic key; apply ft. i„i,M^ c^tographid algoriihm .o 
objeo. to fom, an enc^,^ obj««. ^ ^ ol^ea .«1 

incl^te reference data .„„..p<^ ,„ „ ^ ae ^ i labd split and tte 

<=W<.gnWlucalg<>,«».,«„,eda.aa.»cialed with the orjaniEadoi 

matotena™^ spU. and a maintenance level co,«»po«ling the tnaiit^ance spHt. and 

tlic random split, 

Scheidt ct al. discJose a ciyptographic key split combiner thai accepts key splits 
generated from seed values and combines the splits to fonn a cryptographic key. 
However, Sdaeidt et al. do not di«,lose or suggest that the key ^Jits U combined on the 
smart card in order to generate the key, as recited in claim^7, nor dolscheidt et al. 
disclose or suggest any advantage to combining the key spUts on a siart card. 

For at least the reasons noted above, it is submitted that Scheidt et al. do not 
anticipate ,he invention recited in claim 27. Claims 28.40;and 56-60 Upend from claim 
27, and therefore also are not anticipated by Scheidt et al. ilhe rejectiin of claims 2^0 
and 56-60, therefore, should be withdrawn. 
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Based on the foregoing, it is submitted that all objections and rejections have been 
overcome. It is therefore requested that the Amendment be entered, the claims allowed. 

and the case passed to issue. 



Respectfully siibmitted. 



February 27 , laOf^ 
Date 



TMCihIp 



Thomas M. Champagne 
Registration 36,478 
Customer Number 49691 
(828)253-8600 
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